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***** BEGIN CHANGES *****
6.8.2
Security handling at RRC state transitions
***** NEXT Change *****
6.8.2.1 
Security handling at transitions between RRC_INACTIVE and RRC_CONNECTED states


6.8.2.1.1
General

The gNB transitions the UE from RRC_CONNECTED to the RRC_INACTIVE state by sending a <RRC Connection Inactive> message. In order to transition from the RRC_INACTIVE to the RRC_CONNECTED state, the UE sends an <RRC Connection Resume> message, either to a different gNB or the same gNB. The gNB and the UE shall behave as defined in following sub-clauses.
6.8.2.1.2
State transition to RRC_INACTIVE 

The gNB shall send to the UE a <RRC Connection Inactive> message that is ciphered and integrity protected in PDCP layer using a current AS security context. The gNB shall include a fresh I-RNTI, a NCC, and a keyChangeIndicator (KCI) in that <RRC Connection Inactive> message. At the next state transition, this I‑RNTI is used for context identification, this NCC is used for AS security, and this KCI is used for taking into use a new NAS key KAMF as basis of AS keys.

The gNB shall assign different values to UE ID part of the I-RNTI (therefore fresh) in consecutive transitions to RRC_INACTIVE state of the same UE. The fresh I-RNTIs avoid tracking of UEs based on the I-RNTI. The gNB shall delete the current AS keys KRRCint, KRRCenc, KUPenc (if available), and KUPint (if available) after sending the <RRC Connection Inactive> message to the UE. If the sent NCC value is different from the NCC value associated with the current KgNB, the gNB shall also delete the current AS key KgNB. Otherwise, if the sent NCC value is equal to the NCC value associated with the current KgNB, the gNB shall keep the current AS key KgNB. The gNB shall store the sent I‑RNTI together with the current UE context including the remainder of the AS security context.

Upon receiving the <RRC Connection Inactive> message from the gNB, the UE shall verify that the integrity of the received <RRC Connection Inactive> message is correct by checking the PDCP MAC-I. If this verification is successful, the UE shall delete the current AS keys KRRCint, KRRCenc, KUPenc (if available), and KUPint (if available). Further, if the received NCC value is different from the NCC value associated with the current KgNB, the UE shall also delete the current AS key KgNB. Otherwise, if the received NCC is equal to the NCC value associated with the current KgNB, the UE shall keep the current AS key KgNB. The UE shall store the received I-RNTI, NCC, and KCI together with the current UE context including the remainder of the AS security context, for the next state transition. 
6.8.2.1.3
State transition from RRC_INACTIVE – between different gNBs
If the UE had received a keyChangeIndicator (KCI) with the value TRUE, from the source gNB in the last <RRC Connection Inactive> message, the UE handling related to key derivation shall be as defined in Clause 6.9.4.4, i.e., the UE shall derive a temporary KgNB and use that temporary KgNB as a basis for KgNB* derivations. Further, according to the NCC value last received from the source gNB in the <RRC Connection Inactive> message, the UE shall derive a AS key KgNB* using the target PCI and target ARFCN-DL with either a horizontal key derivation or a vertical key derivation, as defined in Clause 6.9.2.1.1 and Annex A.11. The UE shall further derive AS keys KRRCenc, KRRCint, KUPenc (optionally), and KUPint (optionally) from the derived AS key KgNB*. 

The UE shall send to the target gNB a <RRC Connection Resume Request> message that is neither ciphered nor integrity protected. The UE shall include a I-RNTI and a <ResumeMAC-I> in that <RRC Connection Resume Request> message. This I-RNTI is used for context identification and its value shall be the same as the I-RNTI that the UE had received from the source gNB in the <RRC Connection Inactive> message. This <ResumeMAC-I> is a message authentication token and the UE shall calculate it using the integrity algorithm (NIA), in the stored AS security context, which was negotiated between the UE and the source gNB. The <ResumeMAC-I> shall be the 32 bits output of the used NIA. The UE shall use the following inputs to the used NIA for the calculation of the <ResumeMAC-I>:
- 
KEY


: it shall be set to newly derived KRRCint;

-
COUNT

: all its bits shall be set to 1;

-
MESSAGE
: it shall be set to <VarResumeMAC-Input> as defined in TS 38.331 [22] with following inputs: 

                                      source C-RNTI, source PCI, resume constant, target Cell-ID, and target temporary C-RNTI;

-
DIRECTION
: its bit shall be set to 1; and

-
BEARER

: all its bits shall be set to 1.
The UE shall set all PDCP COUNTs to 0 and shall activate the new AS keys in PDCP layer after sending the <RRC Connection Resume Request> message to the target gNB. AS security is resumed on UE side after sending the <RRC Connection Resume Request> message. 
On the network side, the target gNB may or may not have been prepared by the source gNB, meaning that the target gNB may or may not have been pre-populated with a valid UE context by the source gNB.

1> If the target gNB is not prepared (i.e., not pre-populated with a valid UE context), upon receiving the <RRC Connection Resume Request> message from the UE, the network behaviour shall be as follows.
2> The target gNB shall retrieve UE context from the source gNB by sending a <Retrieve UE Context Request> message. The target gNB shall include a I-RNTI, a <ResumeMAC-I>, a target Cell-ID, and a target C-RNTI in that <Retrieve UE Context Request> message. The values of these I-RNTI and <ResumeMAC-I> shall be the same as the I‑RNTI and <ResumeMAC-I> that the target gNB had received from the UE in the <RRC Connection Resume Request> message. The value of the target Cell-ID shall be the cell identifier of target cell in the target gNB. The value of the target C‑RNTI shall be the temporary C-RNTI that the target gNB has currently assigned to the UE.

2> When the source gNB receives the <Retrieve UE Context Request> message from the target gNB, the source gNB shall obtain the stored UE context including the AS security context identified by the received I-RNTI. 

2> If the source gNB had sent to the UE a keyChangeIndicator (KCI) with the value TRUE in the last <RRC Connection Inactive> message, the gNB handling related to key derivation shall be as defined in Clause 6.9.4.4, i.e., the gNB shall use the KgNB it had received from the AMF, which is equal to the temporary KgNB, as basis for its KgNB* derivations. Further, according to the NCC value sent to the UE in the last <RRC Connection Inactive> message, the gNB shall derive a AS key KgNB* using target PCI and target ARFCN-DL with either a horizontal key derivation or a vertical key derivation, as defined in Clause 6.9.2.1.1 and Annex A.11. The source gNB may obtain the target PCI and target ARFCN-DL from a cell configuration database by means of the received target Cell-ID. The gNB shall further derive AS key KRRCint from the derived AS key KgNB*. 

2> The source gNB shall calculate a <ResumeMAC-I> in the same way as described above for the UE using the newly derived KRRCint key. The source gNB shall verify that the calculated <ResumeMAC-I> has same value as the <ResumeMAC-I> it received in the <Retrieve UE Context Request> message from the target gNB. If this verification is successful, then the source gNB shall send a <Retrieve UE Context Response> message to the target gNB containing the UE context that includes the AS security context. The AS security context sent to the target gNB shall include the new derived KgNB*, the NCC associated to this KgNB*, the UE security capabilities including the security algorithms supported by the UE, and ciphering and integrity algorithms used in the source cell. 

2> The target gNB shall check if it supports the ciphering and integrity algorithms used in the source cell. If this is not the case, the target gNB shall send an appropriate error message to the UE. If the check is successful the target gNB shall derive AS keys KRRCenc, KRRCint, KUPenc (optionally), and KUPint (optionally) corresponding to the algorithms from the received KgNB*, and prepare to send a <RRC Connection Resume> message to the UE. 

1> Else if the target gNB is already prepared (i.e., pre-populated with a valid UE context), the source gNB would have already derived and sent the AS key KgNB* (considering the KCI and NCC as described above) to the target gNB. In this case, upon receiving the <RRC Connection Resume Request> message from the UE the target gNB shall derive AS keys KRRCenc, KRRCint, KUPenc (optionally), and KUPint (optionally), and itself verify the received <ResumeMAC-I>. If this verification is successful, then the target gNB shall prepare to send a <RRC Connection Resume> message to the UE.

Before sending the <RRC Connection Resume> message to the UE, the target gNB shall set all PDCP COUNTs to 0, and activate the derived AS keys in PDCP layer. Then, the target gNB shall send the <RRC Connection Resume> message to the UE that is ciphered and integrity protected in PDCP layer using the derived AS keys. The sent RRC Connection Resume message may include RRC connection reconfiguration parameters as defined in TS 38.300 [TBD].

Upon receiving the < RRC Connection Resume> message from the target gNB, the UE shall verify that the integrity of the received <RRC Connection Resume> message is correct by checking the PDCP MAC-I. If this verification is successful, the UE shall send to the target gNB a <RRC Connection Resume Complete> message that is ciphered and integrity protected in PDCP layer.
After a successful state transition, the target gNB shall perform a Path Switch procedure with the AMF. 

6.8.2.1.4
State transition from RRC_INACTIVE – within same gNB 

The target gNB may be the same as the source gNB in the description of the previous sub-clause. In that case, the single gNB performs the roles of both the source and target gNB. In particular, the key derivations are done the same way as describe above. However, there is the following difference.  

If the AMF has a policy to refresh {NH, NCC} pair at state transition from RRC_INACTIVE, the AMF shall send a <UE State Transition Notification Request> message to the gNB as defined in TS 23.502 [8]. 

After a successful state transition from RRC_INACTIVE, if the gNB had received the <UE State Transition Notification Request> from the AMF, the gNB shall send <UE State Transition Notification> message to the AMF indicating that the UE has transitioned to RRC_CONNETED state. 

Upon reception of the <UE State Transition Notification> message from the gNB, the AMF shall check if the state transition is to RRC_CONNECTED. If so, the AMF shall further check if its local policy indicates that a new NH derivation is needed. If so, the AMF shall increase its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.10. The AMF shall store that fresh {NH, NCC} pair and send it to the gNB in a <Key Push> message. 
Upon receiving the <Key Push> message from the AMF, the gNB shall store the fresh {NH, NCC} pair included in the <Key Push> message. Further, the gNB shall remove any existing unused stored {NH, NCC} pairs. The fresh {NH, NCC} pair may be used in the next state transition to RRC_INACTIVE or Xn-handover procedures, which triggers vertical AS key derivation.
***** End of Changes *****
